BOSTON UNIVERSITY
METROPOLITAN COLLEGE

COMPUTER SCIENCE DEPARTMENT
MET CS 799 ADVANCED CRYPTOGRAPHY
Course Overview

The course covers major concepts and principles of Advanced Cryptography with the main emphasis on symmetric ciphers, hash functions and key management. It begins with the ElGamal elliptic curve cipher and the coverage of block ciphers. Cryptographic hash functions are thoroughly covered along with digital signatures. Finally, message integrity, message authentication, and key management are studied. 

Prerequisites

MET CS 789 Cryptography

Learning Objectives

By the end of this course, the student will have learned elliptic curve ciphers, digital signatures, cryptographic hash functions, block ciphers DES and AES, message integrity and message authentication, entity authentication and key management      


 

Textbook   Behrouz Forouzan: Cryptography and Network Security. McGrow Hill, 
                  ISBN 978-0-0-7332753-2

Evaluation and Grading

There will be a midterm exam and a final project. If any grading criteria event will be missed it will be the responsibility of the student to arrange a mutually agreeable schedule for completion of work.

Grades will be based on:

Class assignments 

20%

Midterm                                       40%

Final Project                                40%

Academic Honesty   
The course is governed by the Academic Conduct Committee policies regarding plagiarism (any attempt to represent the work of another person as one’s own). This includes copying (even with modifications) of a program or segment of code. You can discuss general ideas with other people, but the work you submit must be your own.  Collaboration is not permitted.

Instructor Information

Dr. Anatoly Temkin

Computer Science Department

Boston University Metropolitan College 

808 Commonwealth Ave, Room 250

Boston, MA 02215

617-353-2566 (office)
Email: temkin@bu.edu
Office hours: Tuesday 4-6, Wednesday 4-6
Classes are scheduled at College of General Studies, Room 515
Schedule of Classes

1/19   Commutative Rings, Finite fields, Rings of Polynomials,                     Handouts        
           Division and the gcd in the Ring of Polynomials,
           Irreducible polynomials 

1/26    Field Extension. Fields 
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. Multiplication table, inverses
  Handouts
   
2/2      Elliptic curves over R, Elliptic curves over
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                                      Handouts

  
  








  Chapter 10
  

2/9      Elliptic curves over
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. ElGamal cipher on Elliptic curves
   
  Handouts            



                                                                          Chapter 10                                                                                                                                            
2/16    Substitute Monday Schedule of Classes
2/23    Feistel cipher, DES, Double and triple DES 



  Handouts                                                 
           Modes of operation






  Chapters 6,8

  
   
3/2      AES, implementation and security of it and WHIRLPOOL cipher      Chapter 7
3/9      Spring Recess, Classes suspended
3/16    Midterm Exam

3/23    Message integrity, message authentication, 



  Chapter 11
           Random Oracle model
   
3/30    Cryptographic hash functions, SHA, WHIRLPOOL

              Chapter 12
   
4/ 6     Digital signatures, including Elliptic curve digital signature scheme
  Chapter 13
4/13    Entity authentication






  Chapter 14

4/20    Key management (Symmetric key agreement, 


  Chapter 15
   
           public key distribution etc)

4/27    Review

5/4      Final Project
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