7/ Cs of WEB design - Customer Interface

Context

Site’s layout and design

Commerce

Site’s capabilities to enable
commercial transactions

Gift Certificates

Track your Order
status

Request our
Cataloy

Connection

Degree site is linked to other
sites

quickelicks

% Fip)

Tals!
B Gasinin
it e

& compiled 30 years of
clothing expertise and put it all
in our nen

, interactive
Casual shopping guide

Content

Text, pictures, sound and video
that web pages contain

Community

The ways sites enable user-to-
user communication

Customization

Site’s ability to self-tailor to
different users or to allow users
to personalize the site

Communication

The ways sites enable site-to-
user communication or two-way

communication
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Context
- Design L@k and Feel

o Section Breakdown
« Linking Structure
« Navigation Tools
= Site Performance
« Aesthetics
=« Color Scheme
=« Visual Themes

o Context Archetypes form and function
« Aesthetically Dominant:
« Functionally Dominant:

« Integrated: Balance of form and function.
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users wander through a vast number of interest areas
Does not provide for users to interact with one another
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Club: Focuses on one area of interest, promotes
considerable interaction among members

gillettecancerconnect.ogr @@mmmml@/f

‘ q Community

eMessage Board Communities

Women's

Cancer Connection
Gillette Wormen's Cancer Connection message boards are offered in partnership

with allHealth, a channel of 1Willage corn: The Wormen's Hetwiorl, In order to
participate in these boards, sron will fivst be asked to join allHealth, a mermbership
For Women which is free.
For Families Click on a board narne listed belowr to go to our message board corananities:
& Friends

» Breast Cancer Support
v Cerdcal & Chrarian Cancer Support

v Mezzage Boaed » Fawmilies & Friends Support
Cammunitizs »  TFeneral Cancer Supjport
- %E&:‘:u » Chernotherapsr
. S:—ha:u? s el & Grlfﬁ.-'nlg
Spocal Ewenis »  HMewly Diagnosed
» Patients Richts & & dsocac

»  Childhood Cancer

SEeMmMinars »  Surviee atd Thrieel

Tools &
Resources
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P [ — I Ecard of &dwidcea I Faadbmae b I Friwaee i Srare eee2d C I o2 fwlaps
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Cafe: common area of interest provides considerable in@raction

among members bolt.com OIDuoWumn

t] . |Channe|5 j |£| | IPick a Baolt... j |£| | Search: | by keyaward j | |£|
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; .3:?;33 FREE homepages!
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Make Bolt My Start Page
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SNPIREe: Exhibits extreme enthusiasm a common object
minimal interaction between members

PLAY ELVIS BACKSTAGE BINGO

This new game features custom Elvis room art, coﬂg
items, trivia facts., Facebook wall art and much m

ANOROID APP ON

P> Google play

>wnload on the

” Do
= App Store

VIEW ALL

Lisa Marie Presley To Host (Post-Levitt Shell Concert)
VIP Event at Graceland
September 16, 2013

Zooey Deschanel Channels Elvis On "Conan™
(QONAN September 17, 2013

Graceland Voted 2013 #1 Iconic American Attraction
September 16, 2013

< Five New Follow That Dream Releases Expected in
> e October and November
M ¥ September 16, 2013

B
3

[ »

n

o

FAN
PHOTOS

5 B

RT @peabodymemphis: Congrats to @ElvisPresley Graceland &
@NCRMuseum for topping @USATODAY list.
1 Obest.com/awards/travel/__




CUSTOMIZATION- AMAZON.COM MADE FOR YOU

amazoncom. e | | HELP | SELLITEMS
e DVD & | ELECTROMNICS T0YS & HOME
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: . = Reference
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T Vi T - - » Business & Investing
. WORLD o Build a Great Glabal Firm E i

Toys & Video a5 by Lowell L. Bryan, et al nISLtory

Games « Manfiction

ol s Audiobooks

Electronics 2

Average Customer Rating:
Software R

F See more Book
Get Better Recommendations
Recommendations

In DVD & Video

Fate Your
Purchases

Monty Python's Flying Circus:
Set 1, Episodes 1-6 DYD

~ lohn Cleese b See more DVYD & Video
Recommendations

Eevise Ratings

Average Customer Rating:

How If Works
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- Buena Yista Social Club
~ Ry Cooder, et al

F See more Music
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The Internet is
the ““new bank”
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The Tensions
2Security vs. ease of use: tf

curity vs. Desire of individuals
¢ to act anonymously

‘“New “world” disruptive |
technologies Fighting Stat




Contact: Jenny Shearer Contact: John Everett

FBI National Press Office National White Collar Crime Center

Q (202) 324-3691 8 (804) 273-6932, ext 3355
www.nw3c.org

For Immediate Release
May 14, 2013

IC3 2012 Internet Crime Report Released

More Than 280,000 Complaints of Online Criminal Activity Reported
in 2012

W3 ( Tim Burners-Lee)FOR
FAQs ON INTERNET SECURITY

http://www.w3.org/Security/Fag/www-security-
fag.html



http://www.w3.org/Security/Faq/www-security-faq.html
http://www.w3.org/Security/Faq/www-security-faq.html
http://www.w3.org/Security/Faq/www-security-faq.html
http://www.w3.org/Security/Faq/www-security-faq.html
http://www.w3.org/Security/Faq/www-security-faq.html

world relies on physical security -
Ecommerce world - reliance on
electronic means to protect data,
communications & transactions.

THREE TYPES OF SECURITY DIMENSIONS

1. Infrastructure security (hard/software
2. Transactions security (web/moving)

3. Data/information security (message
itself)

18



Malicious Code

m Viruses: Ability to replicate and spread to other
files; most also deliver a “payload” of some sort
(destructive or benign); include macro viruses, file-
Infecting viruses, and script viruses

Computer

m Trojan horse: Appears to be benign,
does something other than expected

m Bots: Covertly installed on computer,
responds to external commands sent by attacker
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From: PayPal@bu.edu Sent: Tue 5/7/2013 3:51 PM
To: Economics, International
e
Subject: Notify us befare 12,/06,/2013

Dear valued PayPal Customer, .
Due to a policy update we need to verify your PayPal account.

Please download the attached file , open it using your browser , fill in the required

information and click update . L
Should you decide you do not wish to accept the verification process you can notify us

before 12/06/2013 to close your account immediately without incurring any additional
charges.

We do hope, however, that you continue to use PayPal and enjoy the following benefits:

It's safer

When you pay with PayPal your financial details are never shared with sellers or retailers,

s0 you?e more protected against fraud.

It's faster E

Yo dnn hava tn huna in vnnr rard dataile aach tima vnnl hav en vl ran chaclk At factar

g
-
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Microsoft Shuts Down World’s “Most
Aggressive Botnet”

MIKE WHEATLEY | JUNE &6TH

READ MORE

W Tweet & S+1 7 0 GRS 2] [ sharel s

Working alongside the FBI, Microsoft has
taken aim at one of the cyberworld’'s
most notorious botnets, which is said to
have made its hacker controllers as
much as half a billion dollars in the last
18 months.

Microsoft's operation focused on a
botnet known as Citadel, which it terms

the “most aggressive botnet operation to
date”. The firm’s Digital Crimes Unit
acted on a warrant from the U.S. District
Court for the Western District of North Carolina to shut down more than 1,400 extant botnets
controlled by Citadel, which is said to have taken control of about five million computers
worldwide. Supposing these fisures are accurate. that amounts to approximatelv $100 in profit



BOTNETS - THE NEW SOLDIER
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TACKERS

THE REVOLYTION BESINS

What are we faced with ?




AadNes Yy & | oing T oiranc &

Ad related to hack into computers ®

Hacking Course - InfoSeclnstit
www.infosecinstitute.con/ «

Learn both offensive and defensive "B
InfoSec Institute has 168 followers on

our DATA |

3 Ways to Hack a Computer - wikiHow

www.wikihow.com > ... > Internet » Internet Security v wikiHow

How to Hack a Computer. Hacking a computer is a useful and, at times, important
skill to pick up. Below are instructions for getting past a password (if you find ...

Hacking 101: How to Break Into Computers
netforbeginners.about.com/od/hacking101/ v About.com

Within the boundaries of good ethics, About.com will show you resources on how
computer security does have holes, and how it is possible to exploit those ...

What is ‘leet’ or '1337'? - What People Use for Passwords - Security Basics At Home

Hacker (computer security) - Wikipedia, the free encyclopedia
en.wikipedia.org/wiki/Hacker_(computer_security) v Wikipedia

According to Ralph D. Clifford, a cracker or cracking is to "gain unauthorized access
to a computer in order to commit another crime such as destroying ...

A
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how do | hack a phone

's called

Wmdows

SO we can see In to your data

Web Videos News

How To Hack Into Someo
www.youl

How to Spy
on Cell Nov 6, 2013 - Uploaded by hen son
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5 Terrifying Smartphone Hacks )
www.cracked.com» Tech v Cracked
Jul 22, 2013 - If you get a call, it's hard |
your ... You might suspect that some kind of camera or microphone hack is at ...

ND MUCH HAC

Apr 30, 2009 - You can hack a smartphon_e with no more information than a phone

NG RNATITONAILILY

How Can | Hack a Cell Phone If | Only Have the Number - Ask.com
www.ask.com » Q&A » Shopping » Electronics ~

Breaking into a telephone carners network is consndered |IIegaI The prospect of going
behind bars * s

How To H
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... Denial of service (DoS) attack

flood Web site with useless traffic
overwhelm network

Distributed denial service (DDo0S) attack

Numerous computers to attack target network
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Hacker: Individual intends to gain unauthorized
access to computer systems

Cracker: Hacker with criminal intent (two terms
often used interchangeably)

Cybervandalism: Intentionally disrupting, defacing
or destroying a Web site

—
GRAY EERAALECHEIE
HAT Black hats

H The E;giﬁgéggfker's I G rey h atS \hawci
/"



C:/ECOMMERCE_LECTURES/spain14/media/hackercaught1.wmv

Unwanted Programs

Installed without the user’s informed consent

mBrowser parasites: can monitor and
change settings of a user’s browser

mAdware: calls for unwanted pop-up ads

ESpPYyware: cCan be used to obtain information,
such as a user’s keystrokes, e-mail, IMs, etc.
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INTERNATIONAL
OPERATION

CYBER BANK ROBBERS
N BUST OCT 2010

CAN BE BOUGHT ON WEB LOSSES $200m
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ceptive, online attempt by a

third party to obtain confidential
information for financial gain

Nigerian scam letters
(known as 419 scams)

m Most popular type: e-mail scam letter

W e e our e and al el acoounts e o e updee. oston Unversy el s il b g fo s et 2004

Vst verion. Yo s e o g o your caunt g s et 200 s your ot canbe oo e your caunt s
Clk WY ACCOUNT to pdete

Thenk You
Bl Webmal Adnn
Coprgpt 20148

:
i

Subject  Dear Esteemed Colleague,

Wang Guoliang

Chief Financial Officer - CNPC

China National Petroleum Corporation

9 Dongzhimen North Street, Dongcheng District, Bejing, P.R.China | Postcode: 100007

Letter of Intent:

Dear Esteemed Colleague,

| hope this email find you in good health. In view of my correspondence with you, |
unassumingly solicit for your utmost consideration, as this letter serves as my formal

notice of my intent to go into @ muttinational investment with you in your country.

This is Mr. Wang Guoliang, the Chief Financial Officer of CNPC (China National Petrole

Parnaratianl Vaii mau ahanll an tha atba halawr $a raviar arir aamnany neadila and adia



m Insider jobs:
Single largest financial threat

m Poorly designed server - client software:

m Sniffing:
eavesdropping program that monitors information
traveling over a network;

ToJ-MNQC


http://www.youtube.com/watch?v=PtZWbpY80t0
C:/ECOMMERCE_LECTURES/spain14/media/tjmax_thieft.m4v

(= = =] Sailboat sed
related searches C
= Foreclosures = Boat Loan %

= Sailboat = Used Boats Fc

m Spoofing (Pharming)

m Misrepresenting oneself by using fake e-mail
addresses or masquerading as someone else

m Spam (Junk) Web sites

m Use domain names similar to Iegltlmate one, redirect
traffic to spammer-redirection domains

Welcome to Yac



