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The Digital Dilemma

Preservation and the Digital Archaeological Record

Mary Clarke

The assumption that all research ought to management, for instance, all-digital workflows
contribute to both present and future knowledge that produce intricate networks of associated data
is prevalent within various academic disciplines. To containing everything from field notes to virtual
ensure that these contributions to the academic worlds are at risk of loss if not properly cared for.
commons are in fact viable for the future, scholars To ensure that these digital data formats and the
have turned to digital formats and methodologies, information they contain are accessible and able
which are considered to be easier to share, to function well into the future, scholars will need
replicate, and store than material formats. However,  to navigate the process of digital data preservation
digital formats are not always more secure. In in addition to the emerging world of open access
the fields of archaeology and cultural heritage academia.

ABSTRACT

The long-term care of collected and created data is an ethical obligation in the fields of archaeology and cultural heritage
management. With the growing application of digital methodologies in these fields and the complexity of the resulting data, this

task has become complicated. Digital data preservation firms have emerged since this methodological shift, but their policies—
championing the democratization of academic data—may conflict with the legal obligations dictated by the countries where data
originate. Scholars thus face an inevitable choice between two obligations, one ethical and one legal. While the amount of digital
data grows and the options for preservation remain fundamentally misaligned with research norms and project workflows, the digital
dilemma places the integrity of data at risk of loss. This article addresses this dilemma by evaluating the existing data publication,
archiving, and preservation repositories and considering how, as solutions to the digital dilemma, they can be integrated into multiple
workflows. | also propose new directions for archaeological associations, suggesting that they should establish a means of evaluation
and approval for third-party preservation firms managing the future of academic research prior to their inevitable ubiquity.

El cuidado a largo plazo de los datos recogidos y creados es una obligacién ética en el campo de la arqueologia y la gestion del
patrimonio cultural. Con la creciente aplicacién de metodologias digitales en estos campos y la complejidad de los datos resultantes,
esta tarea se ha complicado. Empresas de conservacion de datos digitales han surgido desde este cambio metodolégico, pero

sus politicas—que defienden la democratizacién de la académica de datos pueden entrar en conflicto con las obligaciones legales
impuestas por los paises donde se originan los datos. Los estudiosos de este modo se enfrentan a la eleccién inevitable entre una
obligacién y otra, una ética y un legal. Mientras que la cantidad de datos digitales crece y las soluciones para su conservacion se
mantienen fundamentalmente desalineada con las normas de investigacion y los flujos de trabajo del proyecto, el dilema digitales
coloca la integridad de los datos en riesgo de pérdida. Este articulo aborda las soluciones a este dilema mediante la evaluacién

de los repositorios existentes para el archivado de datos, la publicacion de datos, y la preservacion de datos y la forma en que
pueden integrarse en multiples flujos de trabajo. También propongo nuevas direcciones para las asociaciones arqueolégicas en que
deberian establecer un medio de evaluacion y aprobacién de las empresas de conservacién de terceros que gestionan el futuro de la
investigacién académica antes de su inevitable ubicuidad.
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The Digital Dilemma (cont.)
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Figure 1. Schematic diagram illustrating the Kaymakgi Archaeological Project’s wireless recording and data entry workflow

(Roosevelt et al. 2015:Figure 3)

The scholarly future created by all-digital methodologies is one
in which preservation firms, not individual academics, become
the stewards of scholarship in its digital form. Scholars now
need to make the choice between one firm and another while
also navigating project-specific legal responsibilities that may
conflict with the terms of use and access agreements of the
available preservation options. In order to move forward, it is
essential that the information needed to navigate these shifts in
archaeological practice, and academia more broadly, is located
in one place. Accordingly, this article, which frames the issue of
digital data preservation within the ethical and legal culture of
archaeology and cultural heritage management, reviews data
preservation and publication firms in terms of their foci, flexibil-
ity, and accepted formats, highlighting how workflows can easily
be modified to account for the types of data outputs created by
scholars today.

THE DIGITAL DILEMMA

Digital data, while easy to store, copy, and share, need constant
management (Altman et al. 2009; Berman 2008; Conway 2010;
Conway et al. 2011; Diirr et al. 2008; Gunia and Sandusky 2010;
Hockx-Yu and Knight 2008; Jeffrey 2012; Rieger 2008). Data man-
agement addresses issues such as file corruption, file and media
obsolescence, and inadequate metadata (Jeffrey 2012:556); data
migration when software or data become unreadable (Cultural
Heritage Partners 2012; Jeffrey 2012); and data curation, which

supports the work of researchers, present and future, who
should be able to search, cite, and reuse’ earlier data (Alexan-
der 2013; Faniel et al. 2013; Hanson et al. 2011; Jeffrey 2012;
Kansa and Kansa 2013; Kansa and Kansa 2014; King 2011; Molloy
2011; Porter 2013). Dumping or “backing up” all project data
into an archive or on a storage device is not an adequate data
preservation strategy (Baker and Yarmey 2009). Instead, digital
data preservation is the process of making primary data reus-
able in the sense that it both continues to function as operating
systems evolve and also contains sufficient metadata detailing
its creation and history (Archaeology Data Services and Digital
Antiquity 2011; Faniel et al. 2013; Kansa 2012; Kansa and Kansa
2013; OpenContext 2015; Porter 2013; Richards and Winters
2015). The world of open access academia and data publish-
ing is shaping the future of digital data curation and reuse, and
data preservation is part of this movement (Baker and Yarmey
2009; Conway et al. 2011; Cultural Heritage Partners 2012; Diirr
2008; Hall 2013). While the amount of digital data grows and the
solutions for their preservation remain fundamentally misaligned
with existing workflows and proprietary claims, both individu-
ally and internationally, the digital archaeological record is at
risk of loss (Petrovic et al. 2011). If scholars wish to ensure the
long-term viability of their digital data, they must navigate the
potential conflicts that arise from these advances. This is the
digital dilemma faced by scholars advocating for digital and
paperless workflows today: preserve and publish your data in an
open access world, or watch it perish.
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The Digital Dilemma (cont.)

Figure 2. The process of paperless field illustration as designed by Forte (2014) and the Catahdylk Project (images courtesy of
the 3D-Digging at Catahdylk Project).

DIGITAL ARCHAEOLOGY

Proponents of digital methodologies in archaeology frequently
cite terms such as “archive,” “preservation,” and “conserva-
tion” of cultural heritage, with an added focus on data reuse by
both the public and future researchers (Barton 2009; Beale 2012;
Beaubien et al. 2007; Bruno et al. 2010; CyArk 2003, 2015; De
Reu et al. 2014; Eve 2012; Forte 2014; Green et al. 2014; Guidi
et al. 2014; Johnson 2012; Meyer et al. 2007; Remondino et al.
2009; Roosevelt et al. 2015; Sanders 2014; Shaw 2012). This idea
of permanence or an enduring record through the adoption of
digital methodologies is pervasive, yet future plans for “born
digital” data are infrequently cited. While some data do not
appear to pose an immediate challenge for future preservation,
other methodologies, and frequently those that make the larg-
est claims for their archival capabilities, appear to be the most at
risk of future obsolescence (Jeffrey 2012).

Field Notes, lllustrations, and Reports

While many archaeological projects still use standard materials
for in-field documentation, advocates for fully digital, “paper-
less” workflows are pushing the discipline in a new direction
(DeRue et al. 2014; Forte 2014, Roosevelt et al. 2015). For
example, on their project at the site of Kaymakgi, Roosevelt et
al. (2015) implemented an entirely paperless workflow in which
project archaeologists take notes exclusively on tablets that sync
to and are stored on a central cloud in real time (Figure 1). This
workflow allows the project directors to check in on excavation
units across the survey area and to view notes as they are being
written. Similarly, at nearby Catalhoylk, Maurizio Forte (2014)
uses a workflow that bypasses the need for hand-drawn illustra-
tions of excavation units (Figure 2). By tracing georeferenced
photographs of test pits directly onto a tablet and subsequently
referring back to the units for any needed corrections, Forte has
reduced documentation time and eliminated costs for tradi-
tional materials (Figure 3) (Forte 2014:15). Printed monographs
and final report publications have also become a rarity within
the field. Instead, projects are choosing to publish documents

digitally on open access websites (Catalhdyiik Research Project
2015; Leon Levy Expedition to Ashkelon 2015).

The abovementioned all-digital workflows change the format of
the archaeological record: raw data and analyses, such as field
notes, photographs, illustrations, and subsequent reports, are
now “born digital” documents in need of long-term care. While
these are arguably the types of data least at risk of obsolescence
in that they can be printed and rescanned, they are at risk of
loss if file associations and metadata are not maintained. As

the amount of data generated from an entire archaeological
project can be huge, and the associations between files may

be understood by only a few project members, the future reuse
of archaeological data is at risk if it is not properly organized or
curated, which is often the case when data is merely dumped
into a repository (Baker and Yarmey 2009). Furthermore, data
reuse requires detailed metadata (Tables 1 and 2) so that future
scholars are able to determine any potential biases in initial col-
lection as well as the quality of the resulting analyses. If scholars
want to prevent information loss and the obsolescence of their
digital data, they need to advance their workflows so that they
incorporate metadata authorship as well as preservation.

Three-Dimensional Imaging

Considered the most accurate and enduring method of docu-
mentation among many archaeologists today, three-dimensional
(3D) imaging technologies are able to create detailed replica-
tions of archaeological materials and world heritage monuments
(Armstrong 2006; Barton 2009; Beaubien 2007; Bruno et al. 2009,
CyArk 2003, 2015; DeReu et al. 2014; Forte 2014, Green et al.
2014; Guidi et al. 2014; Remondino et al. 2009; Roosevelt et

al. 2015; Sanders 2014; Shaw 2012). For example, an organiza-
tion named CyArk (2003, 2015) made the bold commitment to
digitize all of the UNESCO World Heritage sites using LIDAR
and other advanced scanning technologies (Figures 4 and 5).
Their mission states that CyArk was founded “to ensure heritage
sites are available to future generations ... with the mission of
using new technologies to create a free, 3D online library of

the world’s cultural heritage sites before they are lost to natural
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Figure 3. The process of finalized field illustrations as designed by Forte (2014) and the Catahdyuk Project (image courtesy of

the 3D-Digging at Catahdylk Project).

disasters, destroyed by human aggression or ravaged by the
passing of time"” (CyArk 2003). With the application of scanning
technologies, scholars are able to digitally preserve cultural
landmarks and their associated knowledge for posterity, a feat
possible only with these advanced technologies. However, the
future accessibility and long-term preservation of digital cultural
heritage monuments, and not just their real-world counterparts,
must also be addressed.

Certainly documenting and providing access to these monu-
ments should be a primary concern (Beale 2012), but we also
need future plans for both access to and care of the data
themselves. While not exactly complex, the datasets associ-
ated with image captures for 3D documentation are quite large.
Each completed scan is composed of a network of polygons
(Figure 4) that knit together to form the shape or geometry

of the scanned monument. The mesh itself does not contain
image files, but at each vertex, a photograph is taken, creating
a secondary texture file. When these two lines of data are joined
together—the texture file lying on top of the shape file—the
scanned monument can be observed and studied.

Long-term care of these datasets requires that each individual
file composing the final replica be maintained in an operable
and uncorrupted state (Archaeological Data Services and Digital
Antiquity 2011). Files go through several preservation inter-
vention points where they fundamentally transform in format

during the process of becoming a final version of a scan or 3D
model, known as an asset (Archaeological Data Services and
Digital Antiquity 2011). Preserving these datasets requires that
“copies of the data should be archived after each significant
step in the process” (Archaeological Data Services and Digjital
Antiquity 2011). Metadata detailing the creation and location
of an individual file within the mesh also must always follow a
completed asset (Table 2). If metadata are maintained carefully,
data managers can go into the shape or image files and repair
a single broken link and also migrate data as operating systems
or proprietary claims change. Thus, for the preservation of big
data, all files generated by 3D-scanning technologies as well as
all the permutations resulting from the creation process need to
be preserved.

The use of virtual reality in the fields of archaeology and cultural
heritage management is quite different from the other work-
flows described in this article. Where paperless excavations

and 3D imaging are methodologies used to collect or capture
primary data, virtual realities are interpretations of data rather
than data themselves (Bawaya 2010; Bonde and Houston 2013;
Bruno 2010; Dassault Systems 2013, 2015; Eve 2012; Favro 2013;
Gillings 2005; Guidi 2014; Johnson 2012; Mesick 2013; Museum
of Fine Arts Boston 2007; Sanders 2014). However, they are
interpretations based on archaeological data for the purpose of

Advances in Archaeological Practice | A Journal of the Society for American Archaeology | November 2015



TABLE 1. An Example of the Information Typically Deposited with Collections of Project Data, from the Archaeological Data
Service and Digital Antiquity’s Metadata Project.

Element

Description

Project Title

Description

Subject

Coverage

Creators

Publisher

Contributors

Identifiers
Source

Dates

Copyright

Relations

Language

Resource Type

Format

The title (and any alternatives) for the dataset.

A brief summary of the main aims and objectives of the research project (or alternative process) from which
the data collection arose together with a brief summary description of the content of the dataset.

Keywords for the subject content of the dataset (qualified using, e.g., the English Heritage NMR Monument
Type Thesaurus or the MDA Object Type Thesaurus.

This is both spatial and temporal coverage. For spatial coverage it should include the current and
contemporary name(s) of the country, region, county, town or village covered by the data collection and,
where possible, a standardized reference such as the Getty Thesaurus of Geographic Names should be used.
If names or administrative units were different during the time period covered by the data they should

be recorded separately. Site coordinates can also be entered as a National grid reference in a number of
different ways e.g., as a point (useful to describe a small project area via a central coordinate); as a line (e.g.,
at least 2 coordinates to represent the linear limits of the site); as a polygon (for a more complex site area,

3 or more coordinates are used to describe the boundaries). If applicable, the full postal code for the site
can be included. For temporal coverage, it should include the dates/period covered by the dataset (using
existing thesauri where possible such as the RCHME Period List).

Details of the creator(s), compiler(s), funding agencies, or other bodies or people intellectually responsible
for the data collection. Information should include forename, surname, affiliation, address, phone, fax, email,
or URL.

Details about any organization that has published this data.

Other individuals or organizations that have contributed to the resource.

Project or reference numbers used to identify the dataset.
Any important earlier work(s) from which this resource is derived.

Dates indicating when the dataset was created, when the archaeological project was carried out, processing
dates, or computerization dates as appropriate.

The name of the copyright holder for the dataset. If the collection was created during work by an employee,
the copyright holder will normally be the employer. If the material is covered by a specific copyright (e.g.,
Crown copyright) please indicate this.

If the data collection was derived in whole or in part from published or unpublished sources, whether
printed or machine-readable, this element should include references to the original material, details of
where the sources are held and how they are identified there (e.g., by accession number). If the collection
is derived from other sources, include an indication of whether the data represents a complete or partial
transcription/copy and the methodology used for its digitization. Also, include full references to any
publications about or based upon the data collection.

Indication of which language(s) the dataset is in (e.g., English, French, Spanish).

Whether the dataset is best described as primary data, processed data, an interpretation of data, or a final
report.

The format the data is saved in (e.g., WordPerfect 5.1, HTML, AutoCAD).

Note: From Archaeological Data Services and Digital Antiquity’s Guidelines for Good Practices.

visualizing an invisible past. The contributions of virtual reality handwritten notes of the excavator, illustrations of stratigraphy,
to the field of archaeology, specifically to community or public and every other associated file (Figure 7). Furthermore, Giza3D
archaeology, can clearly be seen at the extensive visualization was structured for public access. A user simply logs on to the
project Giza3D (Figure 6) (Bawaya 2010; Dassault Systems 2013; website and, if in possession of the appropriate software, can
Shaw 2012). Beginning first as an archive for the digitized copies begin independent exploration of an animated antiquity.

of 40 or so years of field notes, illustrations, and maps, Giza3D

is now an interactive environment built from archaeological data The consolidation, unification, and visualization of primary
(Museum of Fine Arts Boston 2007).? Every excavated element of archaeological data inspire the application of virtual meth-
Giza was reconstructed using project data, and along with every odologies, as these methods can subsequently be used for

reconstruction of a tomb (or mastaba), the user can view the community engagement, education, and tourism, in addition

November 2015 | Advances in Archaeological Practice | A Journal of the Society for American Archaeology



TABLE 2. An Example of the Information Typically Deposited with Individual Files within Project collections, from the
Archaeological Data Service and Digital Antiquity’s Metadata Project.

Element Description
File name The name of the file, e.g., report.doc
File format The file format, e.g., PDF/A or Open Office Document

Software used to create the
files

Hardware used to create the

The software used to create the file, e.g., Microsoft Word 2007

The hardware used to create the file; this is more significant when files are created directly by

files survey equipment such as laser scanners or GPS devices.

Operating system used to
create the files

The operating system under which the file was made, e.g., Windows XP or Mac OS X 10.5.

Date of creation/last file update When the file was made or updated.

Processing history or lineage
file or derived from another.

This element should be used to highlight relationships between files and whether a file is a source

Note: From Archaeological Data Services and Digital Antiquity’s Guidelines for Good Practices.

to phenomenological approaches to ancient experiences.
(Beale 2012; Meyer et al. 2007). As visualizations of archaeologi-
cal research, these environments, or virtual worlds, should be
published with the same degree of transparency as any written
interpretation. These types of data should be archived with

the raw data used to inform the interpretation as well as the
multiple versions of included assets and their metadata, so that
future scholars wishing to cite, reuse, or further contribute to the
environments can confidently do so. As alternative archive plat-
forms, these environments need extensive data management
structures that curate and preserve all associated data while
maintaining user operability on all manners of interfaces (Kintigh
et al. 2015). Because these data are big and complex, and the
mismanagement of their organizational structures could desta-
bilize their integrity, investing in their long-term maintenance is
as important as investing in their production. The Giza Project,
for instance, must remain vigilant to upgrade its virtual reality
environment for maximum access to users. According to project

director Peter Der Manuelian (personal communication, 2015),
the Giza Project at Harvard University “must balance the need
for open source software (often preferred by granting agencies)
with the development of leading-edge innovative features that
make the Giza content so compelling.” As this project integrates
Giza's entire excavation history with its virtual representation,
this is not a simple task. However, to neglect its long-term care
would essentially undermine the Project’s intent: the publication
and unification of Giza's complete archaeological record.

The risk of digital data, whether in the form of field notes or virtual
worlds, becoming unusable if not suitably cared for is becoming
increasingly apparent. Thus, whether we should preserve and
curate our new digital archaeological record is no longer in ques-
tion. Instead, the questions we must consider are who should be
responsible, when in our workflows should we begin the process,
what exactly is worth preserving, and how should we address
future access and preservation for the long term?

Figure 4. LiDAR image of Mt. Rushmore produced by CyArk (image courtesy of CyArk archives).
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Figure 5. The process of scanning UNESCO World Heritage sites (image courtesy of Cyark Archives).
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Figure 6. Giza3D (image Courtesy of Dassault Systems).
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The Digital Dilemma (cont.)

Figure 7. Interactive archive of Giza's excavation history hosted by the Museum of Fine Arts, Boston. Within the image, users
scroll over architectural features, at which point they are directed to an inventory of the associated archaeological data. (Image

courtesy of Museum of Fine Arts, Boston Giza Project).

THE ETHICAL AND LEGAL
ARGUMENT FOR RESPONSIBILITY
OR STEWARDSHIP

Responsibility or stewardship of digital data is complicated.

As stewards of the archaeological record, archaeologists
should also be stewards of the digital archaeological record,
but attributive questions of responsibility are problematic and
plagued with confusion and potential legal issues. First and
foremost in this debate is the question of who should pay or be
responsible for the long-term preservation of digital data (Alex-
ander 2013; Berman 2008; Hall 2013; Kansa 2012; Kansa and
Kansa 2014; Kintigh et al. 2015; Porter 2013; Pratt 2013). Should
individual archaeologists pay only for the preservation of their
current and future digital data, or should we also be responsible
for retroactively preserving all significant datasets created in the
past? If long-term digital preservation of archaeological data is
left up to individual scholars, chances are it will be neglected as
other more pressing concerns, such as funding and tenure, take
priority.

As detailed above, the digital data in question are vast; thus, we
should also evaluate which data warrant the cost of long-term
care. On this issue, federal laws are explicit for those working
within the United States or receiving federal or national funding
(Cultural Heritage Partners 2012; National Science Foundation
2013, 2015). Conversely, associations disseminating codes of
ethics and principles, such as the Archaeological Institute of
America (AIA 1997), the Register for Professional Archaeologists
(RPA 1998), the Society for American Archaeology (SAA 1996),
and the Society for Historical Archaeology (SHA 2003), are less
clear. While the SAA and the Digital Archaeological Record (SAA
and tDAR 2013) have recently addressed the issue of how to pre-
serve digital data by advocating for a specific preservation firm,
the Digital Archaeological Record (tDAR 2015), most have yet to
provide clear solutions associated with the changes in contem-
porary archaeological practice.

The Archaeological Institute of America

Section 1.4 of the AlA's Code of Professional Standards states,
“Archaeologists should anticipate and provide for adequate

Advances in Archaeological Practice | A Journal of the Society for American Archaeology | November 2015
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and accessible long-term storage and curatorial facilities for

all archaeological materials, records, and archives, including
machine-readable data, which require specialized archival care
and maintenance” (AIA 1997). The additional clarification of
“machine readable data” is unique to the AIA. They appear

to be the only association that has made a concerted effort to
identify a specific conservation need for specialized data, such
as digital data. Furthermore, section 1.6 goes on to attribute
responsibility of preservation to the research project and to set
a time frame for conservation plans. It asserts that all research
projects “should contain specific plans for conservation, preser-
vation, and publication from the very outset, and funds should
be secured for such purposes” (AIA 1997).

The Society for American Archaeology

The SAA's (1996) Principles of Archaeological Ethics contain
applicable principles. In defining “Stewardship,” the first prin-
ciple states,

It is the responsibility of all archaeologists to work

for the long-term conservation and protection of the
archaeological record by practicing and promoting
stewardship of the archaeological record. Stewards
are both caretakers of and advocates for the archaeo-
logical record for the benefit of all people; as they
investigate and interpret the record, they should use
the specialized knowledge they gain to ... support ...
its long-term preservation [SAA 1996].

As expressed here, archaeologists hold privileged positions

as caretakers of the archaeological record and are ethically
obligated to support the long-term preservation of what

they interpret and record. Principle 6 adds that “documents
and materials on which publication and other forms of public
reporting are based should be deposited in a suitable place for
permanent safekeeping” (SAA 1996). In other words, data used
to construct interpretations, including individual excavation
photos and digitized illustrations, ought to be preserved for the
long-term.

Principle 7, on the other hand, takes a soft approach to data
conservation. It states, “Archaeologists should work actively for
the preservation of, and long-term access to, archaeological col-
lections, records, and reports” (SAA 1996). With a larger focus
on in situ conservation, the SAA has not modified its vernacular
for digital methodologies. The SAA should make revisions to its
principles to make explicit their take on the ethical obligations
of digital data preservation.

The Society for Historical Archaeology and
the Register of Professional Archaeologists

The SHA (2003) and the RPA (1998) similarly have vague articles
referring to the ethical obligations to care for digital data.® The
SHA discusses “long-term preservation ... of sites and collec-
tions ... for the benefit of humanity” in its Principle 2, and then
Principle 4 asserts that “members of the Society for Historical
Archaeology have a duty to collect data accurately ... and to
see that these materials are appropriately curated for future
generations” (SHA 2003). Certainly it can be inferred that these
principles apply to the preservation of digital data and heritage,

The Digital Dilemma (cont.)

but the lack of direct recognition should be modified. The RPA
(1998) is far more problematic. The closest it comes to mention-
ing stewardship or future plans for excavated material is under
section 3.5, where it states, “Specimens and research records
resulting from a project must be deposited at an institution with
permanent curatorial facilities, unless otherwise required by law”
(RPA 1998). In this case, it assigns no responsibility for the mate-
rial to the excavator or to the project, and passes responsibility
off to some unnamed institution and set of laws.

Who Says What About the Long-Term
Care of Digital Data?

A clear consensus regarding who should take responsibility

for data produced through (not extracted during) archaeologi-
cal excavation cannot be found in current ethical codes and
principles. According to the AIA (1997), research projects should
be held responsible for the plan of data preservation. The use of
“long-term” (AIA 1997; SAA 1996; SHA 2003) suggests that the
responsibility of access, preservation, and storage holds for the
foreseeable future.

What exactly should be conserved is also ambiguous. The

AlA (1997) take a modern stance in that they address the idea
that some data, specifically “machine-readable data” require
“specialized archival care and maintenance” (AIA 1997). Their
definition of data is inclusive, whereas those of the SAA (1996),
SHA (2003), and RPA (1998) are composed of broad terms such
as collections, material, records, reports, and specimens. The
SAA (1996) does place interpretations of data into the larger
idea of the archaeological record. It should follow that visual
reconstructions are accounted for under this principle. When
data should be conserved is another issue. Only the AIA (1997)
explicitly states that both the plans and funds for long-term care
should be defined prior to excavation. The RPA (1998) policy is
the weakest, but the SAA (1996) and the SHA (2003) are equally
noncommittal in regard to the practicality of data preservation.

No organization directly addresses how archaeological proj-
ects should approach the long-term care of their digital data
within their current ethical codes and principles. The SAA (1996)
implies that there should be some form of accessibility to this
data; the AlA (1997) suggests specialized care; and the SHA
(2003) and RPA (1998) both appear to see outside institutions as
potential aides in the future care of archaeological data. They
do not explicitly define a project’s ethical responsibilities for the
long-term future of digital datasets. However, the SAA and tDAR
(2013) recently published the following separate statement:

As digital data become an increasingly important
component of archaeological records and documenta-
tion, and an integral part of every phase of archaeo-
logical research, SAA affirms the ethical responsibility
of archaeologists, public agencies, and other organiza-
tions funding, authorizing, managing, or conducting
archaeological work to ensure long-term preservation
of and access to the digital records of their investiga-
tions by employing, mandating, or budgeting for use
of digital repositories that provide appropriate online
access and high standards for long-term preservation
[SAA and tDAR 2013].
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This statement by the SAA and tDAR (2013) should be incor-
porated into the SAA's archaeological principles and should
serve as a model for other archaeological associations. While
the AIA (1997) takes the best approach from within its published
mandates, all of the reviewed associations, as well as others not
reviewed here (American Anthropological Association 2012;
American Cultural Resources Association 1996; SAA 2009),
should modify their existing codes of ethics and principles so
that they reflect changes in archaeological practice and directly
address the preservation of the digital archaeological record.

Federal Law and the Digital
Archaeological Record

In 2012, Arizona State University commissioned Cultural
Heritage Partners, PLLC, to look over the existing federal laws
pertaining to archaeological and cultural heritage data. The goal
of this review was to assess the legal responsibility of archaeolo-
gists to preserve and provide long-term access to digital data
(Cultural Heritage Partners 2012). Citing the National Historic
Preservation Act (NHPA) and the Archaeological Resources Pro-
tection Act (ARPA), they established “that the NHPA and ARPA
require that archaeological data be maintained permanently in
appropriate data bases, made available to potential users, and
deposited in an institution with adequate long-term curatorial
capabilities” (Advisory Council on Historic Preservation 2014;
Cultural Heritage Partners 2012:10; National Park Service 2006
[1979]). The term “adequate” is further explored throughout the
text in that institutions must have strategies for data migration
(Cultural Heritage Partners 2012:7-9; see below for informa-
tion on data migration). While the federal laws explored in this
document specifically pertain to research conducted within the
United States, research funded by national or federal granting
bodies is also required to comply, making long-term access

to and preservation of digital data a legal as well as an ethi-

cal responsibility (Advisory Council on Historic Preservation
2014; Cultural Heritage Partners 2012:10; National Park Service
2006[1979]; National Science Foundation 2013, 2015).

Although most scholars have yet to incorporate digital data
preservation into existing workflows, recent changes in aca-
demia and federal funding have made it so that there is no
longer a choice, and scholars are now legally responsible for
providing the access to and preservation of research data. The
issue now is how should one determine which digital preserva-
tion or publication service is worth trusting? In the statement by
the SAA and tDAR (2013), the SAA advocates for “repositories
that provide appropriate online access and high standards

for long-term preservation,” but it leaves the interpretation of
"appropriate” access and "high standards” up to the individual.
While the SAA supports the use of Digital Antiquity’s preserva-
tion service, tDAR, it does not provide a means for evaluating
the many other options (Appendix; SAA and tDAR 2013). The
review conducted by Arizona State University and Cultural
Heritage Partners, PLLC, illuminated what is federally required
of an archive (Cultural Heritage Partners 2012). Other governing
bodies, such as the Data Seal of Approval (DSA), bestow distinc-
tion upon existing options (Data Archiving and Networked Sys-
tems 2005; Institutional Organization for Standardization 2011;
National Archives Records Administration 1998). Scholars, how-
ever, need to be able to determine on their own which reposito-
ries observe high standards and provide the appropriate level of

access required by ethical and legal mandates. These semantic
issues are important in the context of the growing market for
digital data preservation services, and archaeologists would

be better equipped to navigate the burgeoning open access
world if archaeological associations had an established means of
evaluating the available options.

SOLUTIONS TO THE DIGITAL
DILEMMA

The digital dilemma faced by scholars today is that they are
ethically and legally required to preserve and provide access

to their research within the democratic world of open access
academia or else watch their research decay. Both individual and
project researchers are often wary about digital data preserva-
tion because of the perception that it involves a forfeit of rights.
Yet this does not have to be the case. Solutions to the digital
dilemma are multi-scalar and flexible, and there is likely one
that fits or responds to a project’s specific legal obligations or
an individual’s level of comfort (see the Appendix, where current
solutions are organized by their foci, licenses, accepted formats,
costs, access, future sustainability, guides to best or good prac-
tices, and certification or reference models). In addressing this
dilemma, the differences between data archiving, data publish-
ing, and data preservation need to be reviewed in relationship
to the foci, structure, costs, and sustainability of the available
short- and long-term solutions.

Private Archives

Improving a project’s workflow, so that it appropriately prepares
for the future reuse and long-term care of digital data, can begin
with a private archive (e.g., Dropbox, iCloud, etc.) or storage
system (e.g., internal or external hard drive). As stated earlier,
digital data lose their value if separated from their metadata,
thus archaeologists can prevent this type of loss by integrating
the composition of metadata into existing archival or storage
workflows (Gunia and Sandusky 2010). As seen in Tables 1 and

2, metadata extensively documents the creation and history of

a file so that it can be preserved and reused by future schol-

ars (Archaeological Data Services and Digital Antiquity 2011;
Dublin Core Metadata Initiative 2015; Library of Congress 2015).
This small step eliminates unnecessary redundancy and helps
scholars ensure that the information needed for future citations,
cross-archive searches (interoperability), and data reuse is main-
tained. When preparing big or complex digital data such as a 3D
model or scan used within virtual worlds, archaeologists should
add a description of an asset’s worked history to its associated
metadata (see Tables 1 and 2 for a description of what informa-
tion is typically included in metadata), as the ontology or worked
history of a file may help diagnose issues with future operability.
While the private archive or storage system does not satisfy the
ethical or legal responsibilities of archaeologists and cultural
heritage managers and cannot be considered a preservation
strategy, it does help scholars prepare their data for the next
step, which is preserving and/or publishing their digital data.

Data Publishing

Data publishing, an alternative to private-access archives, is a
polarized topic within academia. The movement advocates for
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open access, no-rights-reserved sharing of primary data under
the Creative Commons (CC) Copyright laws (Creative Commons
2015).% Proponents of data publishing see it as an opportunity to
change the way academics access, publish, and reuse primary
data, not to mention collaborate with other scholars and provide
knowledge to a global community (Alexander 2013; Baker and
Yarmey 2009; Beale 2012; Borgman 2008; Conway 2011; Faniel
et al. 2013; Hall 2013; Hanson et al. 2011; Kansa 2012; Kansa

and Kansa 2013; Kansa and Kansa 2014; King 2011; Kintigh et

al. 2015; Molloy 2011; Porter 2013; Pratt 2013; Richards and
Winters 2015; Zuiderwijk et al. 2012). However, critics of data
publishing, and of open academia in general, cite its potential
to negatively impact the peer review structure of established
scholarship, flood the field with unregulated content with little
to no quality control, and diminish a scholar’s rights to their

own data. Formed in response to these critiques, an organiza-
tion called OpenContext (2015) has set a new standard for data
publishing (Kansa 2012; Kansa and Kansa 2013; Kansa and Kansa
2014; OpenContext 2015). At OpenContext, scholars must first
submit their raw data for peer review, where it is judged based
on its “methodological soundness and data quality, quality of
documentation, and suitability for wider reuse” (OpenContext
2015). If accepted, scholars work with OpenContext to refine
their data and author metadata and to determine links between
associated files, all in an attempt to ensure ease of reuse and the
highest levels of interoperability. Furthermore, citation standards
are organized by Digital Object Identifiers (DOls) so that every
individual file has its own stable link, but published collections
of data also become citable, peer-reviewed works and can be
organized with other published materials during tenure review
cases. While the primary aims of OpenContext’s data publishing
are data reuse, transparent scholarship, and academic collabora-
tion (Creative Commons 2015), they do allow data creators to
determine the copyright and licensing agreements on individual
items published within their repository (OpenContext 2015).

Other repositories such as the Dataverse Project (2015), the
Pleiades Project (2014), SketchFab (2015), Visual Past (2015), and
Zenodo (2015) offer similar conditions for digital data publishing,
both for small data (e.g., text, image, spreadsheets, etc.) and big
or complex data (e.g., geospatial, virtual models, etc.), but they
often do so without the peer review structure or without ensuring
the long-term viability of the published data (see the Appendix).
Likewise, OpenContext, while backed by the California Digital
Library, does not presently preserve deposited data. It does,
however, make it interoperable with preservation services such as
Digital Antiquity’s the Digital Archaeological Record (tDAR) and
the UK-based Archaeology Data Services (ADS) (OpenContext
2015).* If a repository does not preserve your data, but makes that
data interoperable through migratory languages (e.g., XML, HTML,
ArchaeoML, etc.), you would be able to send your data in for
repairs, so to speak, or make that data available in one repository
while preserving it in another. Thus, services such as Dataverse
(2015) and OpenContext (2015), which publish digital data and
make that data interoperable, satisfy the ethical and legal responsi-
bilities of archaeologists and can be considered proper solutions to
the digital dilemma when incorporated into project workflows.

Data Preservation

Digital data preservation fits easily into existing project workflows.
Preservation services that offer flexible copyright and terms of

The Digital Dilemma (cont.)

access agreements, such as Archaeological Data Service (2014a),
ADSeasy (Archaeological Data Service 2014b), Figshare (2015),
and tDAR (2015), can replace the private archive or storage
device while offering proprietary security (see the Licenses and
Access sections of the Appendix).® In the same way that projects
control access to and use of data within Dropbox, iCloud, or hard
drive archives, they can control access to and use of digital data
curated and preserved in these repositories. There need not be
any difference in a project’s workflow other than the location of its
digital data. While there are publication and preservation services
that require individuals and projects to publish data under Cre-
ative Commons and no-rights-reserved licenses (Data Archiving
and Networking Services 2005, 2014; Dataverse Project 2015; Dig-
ital Repository of Ireland 2015; Pleiades Project 2014; Visual Past
2015), and most flexible repositories advocate for open access
data publishing and promote the democratization of scholarship
(Archaeological Data Service 2014a; ADSeasy [Archaeological
Data Service 2014b]; Figshare 2015; tDAR 2015), individual and
project researchers wishing to preserve digital data outside of
the commons are able to do so. Furthermore, when ready to
make data openly available for access, citation, collaboration,
and reuse, researchers simply need to change these agreements,
which can be done on individual files as well as project collections
at any time. While the costs, copyrights, terms of access, and file
formats currently being accepted by repositories should give
researchers an idea of what option is best for them, so should

the availability of guides to good or best practices (Archaeologi-
cal Data Services and Digital Antiquity 2011), certifications (Data
Archiving and Networking Services 2005; International Organiza-
tion for Standardization 2011; National Archives Records Admin-
istration 1998), and reference models (Consultative Committee
for Space Data Systems 2002, 2012; CLOCKSS Archive 2015;
International Council of Museums 2014; L-P: Archaeology 2015).6
Such resources often speak to the overall sustainability and future
of the archive itself.

DISCUSSION

Integrating preservation strategies into existing project workflows
need not be complicated. Individual or project researchers can
either prepare their data for future reuse during their existing
storage practices or replace their private archive with a reposi-
tory that actively preserves data under flexible copyright laws.
Data publication and preservation services are the solution to the
digital dilemma, as they present the only opportunity for access
to and reuse of the archaeological record for perpetuity. Based
on a review of federal law and the existing principles and codes
of ethics, we are legally and ethically responsible for the long-
term access and preservation of digital data, but the associations
promoting ethical codes need to make this more explicit.

While the SAA has made a significant advance in its joint state-
ment with tDAR (SAA and tDAR 2013), all associations need

to amend their codes and principles to include a direct defini-
tion of the ethical obligation to preserve digital data as well as
devise a means of evaluating the existing solutions. The differ-
ence between archiving, publishing, and preserving data col-
lected and created during archaeological research and cultural
heritage management could be seen as a semantic one, but,
in reality, the difference is a matter of taking a passive or active
role in the long-term preservation of the archaeological record.
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Certainly a value system could be placed on what warrants long-
term care, but this also brings forth the question of what data
should be created digitally in the first place. Do all field notes
and illustrations need to be created digitally? No, they do not,
but if these advanced methods are facilitating public access to
data, then there is a rationale for doing so. The democratization
of archaeological and cultural heritage information is paramount
to the future relevance of these fields, and we should be finding
better ways to provide access to cultural patrimony, especially
when descendant groups have granted scholars permission to
do so.” If the Internet is to be the means of achieving this, then
we should be managing data operability so that we do not
distance populations from their patrimony in our attempts to
connect them to it.

CONCLUSION

| have argued that workflows in archaeology and cultural heri-
tage management are moving in a direction that is almost exclu-
sively digital, and, just as we are ethically and legally bound to
plan for the preservation of our collected and created data, so
too are we bound to preserve our digital data. This is a relatively
new undertaking and it falls, therefore, to larger archaeological
associations to inform members of new ethical and legal stances
regarding changes in popular methods, such as the statement
recently published by the SAA and tDAR (2013). Independent
researchers cannot achieve good practices in data preserva-
tion without the aid of preservation services. Thus, preserva-
tion services—not archaeologists—are the future stewards of
cultural heritage in digital form. If the concept of long-term care
is changing, then archaeological associations need to devise a
means of evaluation and accreditation for the existing options.

It is remarkable that digital data preservation is underdeveloped
as a topic, considering the gravity of the situation and what we
stand to lose. Archaeologists and cultural heritage management
practitioners work to capture the history of people. Our data

are records of lives lived, and the many still-living descendant
populations of the cultures we study are an active and recep-
tive audience. To woefully neglect or limit access to these

data would be disrespectful and fall short of our obligations to
cultural patrimony more broadly. It is thus a cultural imperative
that we, as stewards of cultural heritage, focus our attentions

on preserving the digital heritage we have already documented
prior to capturing more in pursuit of our own academic interests.
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NOTES

1. "Reuse” in this sense can be both literal, as future scholars might want to
use earlier data to ask new questions, and indirect, as future scholars may
require a review of the collection strategies and potential biases of the
raw data used to form an interpretation. This type of transparency ensures
that future scholars can faithfully cite published interpretations.

2. The 3DGiza project was a product of the Museum of Fine Arts, Boston’s
Giza Archive funded by the Andrew W. Mellon Foundation in 2000 (www.
gizapyramids.org). Initially, the archive was created to house digitized
copies of George Reisner’s 40 years of excavation notes and illustrations,
but almost immediately it grew into a georeferenced archive in which
users could view notes and illustrations while hovering a mouse cursor
over the location of origin within the user interface.

3. Data Archiving and Networked Services (2014) make the following
statement regarding the process of contributing to the Commons,
"Certain owners wish to permanently relinquish [their] rights to a Work
for the purpose of contributing to a commons of creative, cultural and
scientific works (“Commons”) that the public can reliably and without fear
of later claims of infringement build upon, modify, incorporate in other

The Digital Dilemma (cont.)

works, reuse and redistribute as freely as possible in any form whatsoever
and for any purposes, including without limitation commercial purposes.
These owners may contribute to the Commons to promote the ideal of a
free culture and the further production of creative, cultural and scientific
works, or to gain reputation or greater distribution for their Work in part
through the use and efforts of others.”

4. Interoperability is made possible by migratory languages such as XML,
HTML, or ArchaeoML, which allow data managers or creators to move or
migrate digital objects between multiple repositories and archives.

5. Data publishers such as Open Context (2015), Online Cultural and
Historical Research Environment (2015), and Zenodo (2015) also have
flexible copyright arrangements.

6. Best practices in data preservation were addressed by the Consultative
Committee for Space Data Systems (CCSDS 2002) and the International
Organization for Standardization (ISO 2011) when they created an ideal
organizational structure, or reference model, for a digital archive (CCSDS
2012), called the Open Archival Information System (OAIS) (CCSDS 2012).
Unconcerned with the day-to-day practices of data conservation, OAIS
(CCSDS 2012) does not validate new and existing archives nor does it
take a position on ethical behavior; it is purely a reference model as
are ARK (L-P: Archaeology 2015), CIDOC-CRM (International Council
of Museums 2014), CLOCKSS (2015), Dataverse (2015), and INVENIO
(Zenodo 2015). An archive may state that it follows a reference model, but
there is no internal review aimed at reinforcing such protocols. However,
the Data Archiving and Networking Systems (2009), an accreditation body,
has created a peer-review system that bestows a Data Seal of Approval
(DSA) on archive systems that continue to successfully ascribe to their
good practices (DANS 2009).

7. ltis important to mention that open access to information may not be
possible due to issues concerning looting and possibly the wishes of
descendant groups. However, publication and preservation firms that
are flexible in their access agreements will be able to work with these
legal conditions so that the integrity of the data does not suffer for fear
of information exploitation. For more information on community and
indigenous archaeology in the digital world, please see the August 2015
issue of Advances in Archaeological Practice, where digital co-creation is
discussed at length.
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Appendix: A Compilation and Comparison of Data Management, Data Publishing, and Data Preservation
Repositories Currently Offering Services to Academics

Guides to
Accepted file best or good Certifications or
Website Foci Licenses formats Cost Access Future sustainability practices reference models
Archaeology Data  Data Management; Common Access  Text, Image, Free for doctoral Free Membership  Funded by the UK Yes DSA; 0AIS
Services (ADS) Data Preservation; Big Agreement; Spreadsheet, students; data after signing Arts and Humanities
and Complex Data sets; Flexible CAD, Audio, management Usage Agreement  Research Council and
Interoperability (ArcheoML) Video, Geospatial, ~ costs are Natural Environment
Virtual Reality, determined by Research Council
GIS, Scanning, negotiation as are
Photogrammetry  the storage and
refreshment costs
ADSeasy Data Management; Common Access  Text, Image, Rates are per Free Membership  Funded by the UK Yes DSA; 0AIS
- Data Preservation; Self Agreement; Spreadsheet, file and vary after signing Arts and Humanities
Organized Interfaces; Small Flexible CAD, Audio, Video,  dependingonthe  Usage Agreement  Research Council and
Data Sets (Max 300 files); Geospatial, Virtual  complexity of file Natural Environment
Interoperability (ArchaeoML) Reality, GIS format and size Research Council
ARK (L-P Data Management; Data None Text, Image, Free to Download  User access can Maintained by L- P No CIDOC-CRM (soon)
Archaeology) Conversion; Data Sharing; Spreadsheet, and Install; be granted on Archaeology
Customizable Interfaces CAD, Audio, Video,  Users program, multiple levels
and Overall Structure; Geospatial, 3D manage, and
Multi-lingual (foreign Reconstructions curate their own
collaboration); Fully data.
Integrates Spatial Data
Data Archiving Exclusively Dutch Repository ~ Open Access; CCO  Text, Image, Free for Dutch Open access to Funded by the Dutch Yes DSA; 0AIS; Dataverse
and Networked for humanities, archaeology, Spreadsheet, CAD,  Projects users of National ~ government, and
Services (DANS) geospatial sciences, and Audio, Video, GIS, Academic operates under the
behavioral and social 3D, RDF Research and Royal Netherlands
sciences. Interoperable with Collaborations Academy of Arts and
Netherlands Coalition for Information Sciences (KNAW)
Digital Preservation (NCDD) System (NARCIS) and the Netherlands
Organization for
Scientific Research
(NWo).
Dataverse Repository; Promotes o Text, Image, Free Free Membership  Funded by the Yes Dataverse
Interoperability or linked data and Statistical after signing President and Fellows
to published papers Documents. More Usage Agreement  of Harvard College
complex data sets
will need special
arrangements
Digital Repository  Data Repository; Data (C-BY; Open Text, Image, Free prior to Open Access after  European Regional Yes DSA
of Ireland (DRI) Preservation; Data Sharing Access Spreadsheet, September Terms of Use Development Fund
and Reuse; Data Curation Audio 2015; Exclusively  Acceptance
(DOI) for Research
Organizations of
Ireland
Federated Data Management; Data All Rights Text, Image, Broken Link Free membership;  Funded by Australian Yes (ADS tDAR
Archaeological Preservation; Syncs to Reserved Spreadsheets, Data authors Research Council and Digital
Information Android; Mobile in-field Audio, Viideo, determine access  Linkage Infrastructure Antiquity)
Management Workflows; Analysis and Geospatial, 3D to all archived Equipment and
Systems Project Visualization Tools; Data data Facilities Grant
M) Archival; Flexible Structure (2014-2016)
Figshare Data Repository; Data CCo; CC-BY; Text, Image, Free to $15/ Free membership  FigShare LLP Yes CLOCKSS
Preservation (in the future Flexible for Spreadsheet, month based on
via Portico); Data Publishing; Institutions Geospatial, Audio, ~ fixed data size
Customizable Structure; Video packages (max
file size is 1GB and
max storage size
is 20GB); contact
for additional
needs
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The Digital Dilemma (cont.) Ei6\@

Online Cultural
and Historical
Research
Environment
(OCHRE)

Data Management; Data Flexible Text, Image, Scaled User access can Digital Library No 0AIS
Conversion; Data Sharing; Spreadsheet, Activationaland ~ be granted on Development Center

Customizable Interfaces CAD, Audio, Annual Feesbased  multiple levels atThe University of

and Overall Structure; Video, Geospatial,  on project size; Chicago

Multi-lingual (foreign 3D, GIS Student Discount

collaboration); Fully
Integrates Spatial Data;
Interoperability (wrote
ArchaeoML)

The Paleoindian
Database of the
Americas (PIDBA)

Data Publication; Data Open Access Text, Image, Not Specified Open Access The University of No Not Specified
Sharing; Exclusively for Spreadsheet Tennessee Department

Paleoindian materials from of Anthropology

across the Americas

SketchFab
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3D Digital Data Publishing; DMCA; NoRights 3D File Formats Free Basic (50MB/  Free Membership  Private Investors No No Mention
3D Digital Data Sharing Reserved (roughly 30 model), PRO after signing
formats) at $10/month Usage Agreement

(200MB/model),

BUSINESS at $29/

month (500MB/

model). Metadata

or annotations

increase

proportionately
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©@®@:@l The Digital Dilemma (cont.)

the Digital Data Management; Data (C-BY; Flexible ~ Text, Image, Bulk and per Free Membership  Digital Antiquity is Yes (ADS 0AIS

Archaeological Preservation; Data Sharing Spreadsheet, file rates; SAA after signing hosted by Arizona and Digital
Record (tDAR) and Reuse; Interoperable Geospatial, 3D, members get 3 Usage Agreement  State University and Antiquity)
Virtual free files per year funded by the Andrew
(30MB max) until W. Mellon Foundation,
2016 National Science
Foundation, National
Endowment for the
Humanities, and the
Higher Education
Funding Council for
England of the United
Kingdom through
the Joint Information
System Committee
(J1SC)

Zenodo (formerly  Data Management; Data (CO; CC-BY; CC-NG; Al Formats Free for modest Open Access European Commission; No INVENIO (CERN)
OpenAIRE Preservation without the CC-ND; Flexible research (max OpenAIRE; CERN
Orphan Record guarantee of long term Copyrights 2GB/file), but
Repository) viability (see policies); Data contact them
Sharing and Reuse; Data directly for the
Curation; Data Citation (DOI); costs of larger
Interoperable with Dropbox, datasets (info@
Github, among others zenodo.org)
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