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111, Regulatory Landscape in Wyoming and Wyoming’s
Leadership in Cryptocurrency

A. Introduction

Our society has gone through three distinct industrial revolu-
tions.! Each revolution impacted and transformed the banking and
financial industries in its own way.? The first revolution was in the
1700s, when the first American bank was chartered.® Additionally,
during this time Congress adopted the decimal system, as well as the
dollar sign for the official currency.* During the second revolution in
the 1800s, a national banking system was formed which began operating
on a gold backed standard in 1879.° During the third revolution in the
1900s, there were advancements in electronics, telecommunications,
and computers, leading to advances in financial technology, such as the
creation of the Federal Reserve, an increase in banking, and severance
from the gold backed standard.® Additionally, during this time the credit
card, ATM, and PayPal were invented.’

It follows naturally that the 2000s will bring the next revolution,
with lasting impacts on the banking and financial industries. During the
2000s, new ways to transfer and use currency have already emerged
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with the advent of Venmo, Google Pay, Apple Pay, and most recently,
cryptocurrencies (“crypto”).® Developments in financial technologies
tend to aim at making transactions more efficient and secure.’

Crypto is particularly revolutionary because it does much more than
create a means of faster transacting. Crypto challenges the status quo of
organizations’ governing structures, government’s role in transactions,
and how transactions are executed. '

The state of Wyoming has become a leader in tackling the
regulatory issues in the crypto market.!' Beginning in 2018, Wyoming
passed thirteen crypto blockchain laws that have shaped Wyoming’s
reputation as a “crypto-friendly” state.!> Wyoming legislators have
continued to update financial rules and regulations to attract crypto
companies.'® Specifically, Wyoming has become the first state to
legally recognize an entity formation for crypto businesses, define
crypto technology terms, and outline the categorization of asset classes
for blockchain technology.'* Wyoming’s legislation has put the state
ahead of the Federal Reserve and other D.C. regulators, and has
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encouraged innovators in the crypto field to conduct business in the
state.!”

This article will discuss and analyze what crypto is, the benefits and
drawbacks of crypto technology, the need for regulating crypto, and
issues associated with implementing regulations. It will also discuss
current federal and state regulations, focusing primarily on Wyoming
and its leadership in addressing crypto regulation.

1. What Is Cryptocurrency?

Traditional currencies are known for being “centralized,
historically backed, and managed by a recognized government entity,
like the U.S. Federal Reserve.”!® The U.S. dollar became a fiat currency
in the 1970s when the country discontinued its gold backing.!’
Essentially all other major currencies have also become fiat.'® The value
of government issued fiat currency is derived from a country’s
government and central bank advocating for the currency’s worth."
Traditional currency has transformed over time to operate primarily in
digital form; examples include credit/debit cards, online banking, and
other virtual wallets.?

Crypto is a digital asset or currency with no physical form that
can be used as a method of payment for goods and services, a means for
lending and borrowing, or a store of value.?! Crypto operates through
blockchain technology and computer code, which enable crypto to
function virtually on its own without the need for management from
intermediaries such as people, companies, banks, or the government.?
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This digital crypto system is not controlled by a central authority and
therefore is decentralized, efficient, and purportedly less prone to
censorship or manipulation.”® Crypto is a digital representation of value
built on a blockchain; generally, these coins are not backed by gold or
silver, and gain value primarily from the faith of users.?* Crypto may
also gain value from user demand, coin scarcity, and the coins’
capabilities.?’

It is important to note that there are thousands of cryptos, and
that they vary in their underlying goals and codes.?® The large variation
of crypto technology and its stark differences from traditional currency
may contribute to the complications and uncertainties regarding the
proper regulation and categorization of these technologies. Wyoming
has become a leader in determining a regulatory framework for this
complex and new crypto technology.?’

B. Pros and Cons of Cryptocurrency Technology and
the Need for Regulation

Crypto technology demonstrates the tension between
innovation and the creation of a regulatory framework.?® It is unclear
what existing laws are applicable to crypto, and there is uncertainty
regarding which regulatory authority should govern the trading and
transfer of digital assets.?’ This lack of clarity has created confusion and
ambivalence for market participants and regulators.*® Understanding the
benefits and drawbacks of crypto can illustrate the complexities of the
technology, the difficulty in regulating this space, and the need for
regulations. However, overregulating the crypto space may cause more

B

24 Market Basics, supra note 16.

BWhere Do Cryptocurrencies Get Their Value?, NAGA (Dec. 13, 2019),
https://naga.com/blog/where-do-cryptocurrencies-get-their-value-10996744
[https://perma.cc/44V6-PGP5].

26Reutzel, supra note 21.

27 Chon, supra note 13.

28 Ephrat Livni, What s Next for Crypto Regulation, N.Y. TIMES (Aug. 2, 2021),
https://www.nytimes.com/2021/01/30/business/dealbook/crypto-regulation-
blockchain.html [https://perma.cc/N32U-DNV9I].

2 Jonathan Marcus & Stephanie Cannuli, Crypto Bills Show Consensus on
Need for Federal Oversight, LAW360 (Apr. 21, 2021), https://www-law360-
com.ezproxy.bu.edu/articles/1377590/crypto-bills-show-consensus-on-need-
for-federal-oversight

0.



2021-2022 DEVELOPMENTS IN BANKING LAW 31

harm than good.>' For example, Hester Peirce of the Securities and
Exchange Commission (“SEC”) advocates against stricter regulatory
policies and for “industry-led regulatory activities” because strict rules
“eliminate[] the ability of market participants to carry out peer-to-peer
transactions.”*? Regardless of who implements the regulations, clearer
legislation is needed to facilitate efficient and stable operations of crypto
businesses. While there are many benefits and drawbacks to be weighed
when evaluating crypto technology, this section will analyze only a few
primary concerns such as criminal activity prevention, efficiency of
decentralized transacting, and price volatility.

1 Criminal Activity Prevention

Some claim that crypto technology has the potential to prevent
illicit transactions, while others say it is a tool to facilitate it.** For
example, Bitcoin’s website explains that:

Bitcoin works with an unprecedented level of
transparency that most people are not used to dealing with.
All Bitcoin transactions are public, traceable, and
permanently stored in the Bitcoin network. Bitcoin
addresses are the only information used to define where
bitcoins are allocated and where they are sent ... [a]nyone
can see the balance and all transactions of any address.>*

This type of blockchain can potentially provide the
transparency needed to eradicate fraudulent money schemes because it
makes it more difficult for criminals to launder money, and easier for
authorities, like the IRS and the FBI, to track transactions that are fully
public and permanently recorded.* However, criminals can maintain a
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degree of anonymity on some crypto blockchains.’® For example,
Bitcoin’s blockchain addresses are not registered directly to an
individual or entity, and the digital wallet is only accessible by those
who have the digital wallet login information.?” Essentially, if certain
transactions were suspected to be related to criminal activities, it would
be difficult for authorities to trace the transactions back to a specific
individual or entity.*® Additionally, a type of crypto known as private
coins allow users to hide transaction details.?* Private coins remain
public, like other cryptos, because they also operate on open public
ledgers; however, private coins allow end users to hide certain kinds of
transaction information to maintain their privacy.*’ Private coins may,
too, cause issues with tracing suspected criminal activities, similar to the
issues that the Bitcoin blockchain may create.*!

Surprisingly, studies have discovered that illicit use of crypto is
relatively low; in 2020 illicit use of crypto was found to represent less
than 1% of all crypto activity.* This low percentage of unlawful crypto
activity primarily includes scam-related crime.* Other prohibited uses
of crypto involve darknet markets, ransomware, money laundering, or
stolen funds, however these kinds of activities are much less common
than scams.** Criminal economic activity in traditional financial
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institutions amounted to 2-4% of global GDP from 2017 to 2020.%
Comparing the percentages of illicit crypto activity to the percentage of
criminal economic activity in traditional financial institutions illustrates
that the amount of illicit crypto activity is not inordinate .

Generally, in traditional financial markets, financial regulations
protect consumers from financial risk and fraud.*® As a matter of policy,
regulations in the crypto market may be similarly beneficial. Regulation
for the crypto market may help reduce risk for investors, give companies
clearer guidelines on how to operate in accordance with the law, and
increase consumer protection.’

2. Efficiency of Decentralized Transacting and
Price Volatility

Crypto technology facilitates a shift from traditional centralized
finance to a global, open digital economy of decentralized finance to
effectuate more efficient and transparent transacting.*® Although crypto
technology allows transactions to be executed more efficiently, there are
disadvantages to be weighed. In traditional currency transactions there
are intermediaries such as banks, custodial services, companies, or
transfer agents.*” Decentralized finance shifts the power and control
from these middlemen and gatekeepers to everyday people via peer-to-
peer exchanges.’® Essentially, there is no need for middlemen or
gatekeepers to manage the system because crypto transactions are
autonomously governed by the blockchain; information is verified and
recorded automatically through this technology when parties transact.>!
These intermediaries delay transactions and often result in significant
fees/costs charged to wusers.’? Since crypto operates without
intermediaries, it saves the user both time and fees in transactions.>* For
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example, a user can lend money directly to others rather than going
through a bank or other third party; they can also avoid fees, interest
rates, and processing time, and pocket the profit that would have gone
to the intermediary.>* The downside to this efficiency is an increased
difficulty in recovering crypto when a user is subject to online theft, or
if the user forgets or loses their unrecoverable passwords.” Also,
because crypto is not currently backed by a government, asset protection
insurance is usually unavailable.’® Government regulation for asset
protection and insurance in the crypto space could significantly reduce
the financial risk for consumers investing in crypto. Supporters of
decentralized finance believe that the blockchain technology makes
financial transactions more secure and transparent than the private,
traditional centralized finance systems.>’

Critics of decentralization argue that cryptos are too volatile due
to the lack of backing and centralization of a government.>® Although
traditional fiat money slowly changes in value over time, it is generally
much more stable on a day-to-day basis than crypto value, which rises
and falls regularly.> Extreme price volatility is a major ongoing issue
that the crypto market faces.® Crypto price volatility has been
historically so severe that it negatively impacts an investor’s selling and
purchasing power.®' The lack of stability of crypto poses a serious issue
because it causes buyers and sellers to lack confidence in projecting the
value of their investments over time. 5

Stablecoins have been developed to address the volatility issue.
Stablecoins are a type of crypto that maintain a stable value because they
are backed by an outside asset, such as the U.S. dollar or gold.®
However, stablecoins seem to be a band-aid solution to the volatility
issue of the non-stablecoin crypto market at large. Traditionally, users
convert their non-stablecoin digital assets into a stablecoin when the
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non-stablecoin digital assets are displaying volatility.** Although
converting digital assets into a more stable coin when the market is
volatile helps users maintain profits, it does not seem to be a solution for
creating long-term stability in the crypto market.> Comprehensive
government regulation could be a solution to minimize volatility in a
decentralized market. Generally, the absence of regulation in free
markets poses a risk for consumers to significantly bid up prices of
stock, or in this case crypto value, which can create market bubbles that
eventually “burst,” causing prices to tank; this can lead to financial
crisis.® In the long term, regulation will likely stabilize the crypto
market, prevent risks for market bubbles, and ultimately make crypto a
safer investment.®’

C. Federal Action Regulating Cryptocurrency and
Obstacles to Overcome

There is not a clear and cohesive approach to regulating
blockchain technology.®® Lawmakers are having trouble categorizing
crypto in our current regulatory environment.® Regulating crypto stirs
significant debate over whether crypto should be considered a property,
commodity, or security under the law.” This lack of legal framework is
not benefittingpotential investors , and it is also making it difficult for
crypto innovators to conduct business.”! Many have pushed for federal
lawmakers to enact clear legislation defining crypto, and to provide
guidance regarding how to comply with existing laws.”?

Since there is no universal definition of crypto, there is tension
regarding how to categorize this technology into an asset class.”
Federal regulatory agencies such as the SEC and the Commodity
Futures Trading Commission (CFTC) have taken few steps to clarify
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the law surrounding crypto, perhaps due to fear of overregulation, which
could deter innovation.”

The CFTC defines some crypto as commodities; therefore the
CFTC would have regulatory authority over this technology.”
Specifically, in 2021 CFTC commissioner Brian Quintenz stated that
“pure commodities, including crypto assets, fall under the jurisdiction
of his agency.”’® The Digital Asset Market Structure and Investor
Protection Act was introduced in 2021, which would establish that the
SEC “has authority over digital asset securities and the [CFTC has]
authority over digital assets.””” There are thousands of crypto
technologies that vary in their functions, goals, and codes.”® This wide
variance in function may explain why some cryptos are considered
securities under SEC authority, while others are assets under CFTC
authority.

The SEC has taken its stance on the asset class debate as well,
claiming that some crypto are securities that have been sold in
unregistered offerings, and therefore fall under the purview of the SEC’s
regulatory authority.” Determining whether a kind of crypto is a
security is very technical and fact specific.® If a crypto is a security,
then it will be subject to SEC reporting and disclosure rules.®! The SEC
sued crypto company Ripple in the U.S. District Court for the Southern
District of New York, alleging that the company should have registered
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XRP, a cryptocurrency that was designed to function as a currency
exchange and money transfer system rather than as a payment for goods
and services.®? The SEC claims that Ripple is a security pursuant to the
investment contract test articulated in SEC v. Howey.** Ripple filed a
motion to dismiss, claiming that XRP is a medium of exchange similar
to the function of cash and not a security.* Other types of crypto such
as Bitcoin were determined to be commodities and therefore not
securities because their blockchain technology acts as a means of
exchange. The outcome of the Ripple case may provide more guidance
as to how the federal government will categorize crypto as an asset class,
as well as further establish that crypto functioning as a medium of
exchange or store of value will not be under SEC’s jurisdiction. The lack
of concrete federal regulation has led several states to pass their own
laws regarding crypto technology.

D. Wyoming’s Cryptocurrency Regulatory
Leadership

Since most federal action regarding crypto has been done at the
agency or administrative level, many states have passed laws to promote
crypto or to issue warnings about the technology.® Some state legisla-
tures, such as Wyoming’s, believe that crypto-friendly laws will have
positive impacts on the economy by creating revenue, jobs, and capital
for the state.’” Additionally, Wyoming’s politicians strongly believe in
diversifying the state’s economy by attracting advanced emerging tech-
nologies because the state’s current focus on industries such as coal, oil,
and gas may not be the most reliable long-term investments due to a
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shift toward renewable resources.®® It has become fairly easy for the
Wyoming legislature to pass crypto-friendly regulations due to the
strong support from politicians and government officials.® The state of
Wyoming is gaining a reputation as “Cryptocurrency’s Wild West”
because of its leadership in passing crypto-friendly laws, and because
these new laws are attracting many crypto companies to the state.”

There are several elements to the groundbreaking crypto-
friendly Wyoming legislation. Specifically, the Wyoming crypto
legislation provides clear definitions of the technology and divides
blockchain based assets into three different categories of personal
property assets.”! Additionally, the legislation establishes an entity
formation for blockchain technology known as decentralized
autonomous organizations (DAOs), and allows for the chartering of
special purpose depository banking institutions, which enable banks to
provide blockchain based services to customers.®?

1. Asset Classifications

Wyoming is the first state to create new classes of assets for
crypto technology.”® The state enacted this regulation to clarify the legal
status of digital assets by dividing digital assets into three different
categories—digital consumer assets, digital securities, and virtual
currencies.” Digital consumer assets have been defined as general
intangibles (e.g., utility tokens).” Digital securities are defined as
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intangible securities and investment property, excluding digital
consumer assets and virtual currency (e.g., investment contracts which
are securities under the SEC).”® Virtual currencies are used as a medium
of exchange or store of value, functioning as money, but have not been
previously recognized by the government as legal tender (e.g., Bitcoin,
Ether, and other altcoins).”” Put more simply, digital securities are
essentially a digital tradable stock investment, while virtual currencies
are essentially money.”® Digital consumer assets are not considered
money and are not investment contracts or securities;rather, these assets
are for consumptive purposes, and are only exchangeable for “goods,
services or content, including rights of access to goods, services or
content.”’

The Wyoming statute establishes that these digital classifica-
tions are within the well-established law of the Uniform Commercial
Code (UCC).'% Additionally, all three asset classes are considered per-
sonal property, as opposed to private property.'®" All Wyoming laws
authorizing and protecting transfers of personal property therefore apply
to these digital assets, increasing consumer protection. '%2

2. DAOs

A decentralized autonomous organization is an organization
managed by smart contracts encoded on a computer program, as
opposed to the traditional hierarchical management structures and actors
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such as boards, officers, and executives.!””> Smart contracts are
essentially rules encoded on the blockchain that help automate
organizational governance.'™ The code of the blockchain acts as a
means of collective management for users, and therefore DAOs do not
have central leadership because of their operating structures.'%

The legal status of DAOs is unclear in most jurisdictions.'%
Wyoming’s bill clarified how to treat these organizations by
categorizing them pursuant to the Wyoming Limited Liability Company
Act, so they can have the legal status of limited liability companies.'"’
The statute specifies that a DAO is a type of limited liability company
that is given the unique option to file as algorithmically managed
through the execution of smart contract technology on the blockchain,
or the traditional option of filing as member managed within the articles
of organization.'”® Additionally, a DAO must include “a publicly
available identifier of any smart contract directly used to manage,
facilitate or operate the DAO” in order to update the articles of
organization if needed.'” Giving legal status to DAOs helps to clarify
the legal rights of these organizations, thereby helping these
organizations to exist and innovate.'!?

3. Charter Banks for Blockchain-Based
Business

In 2019, Wyoming became the first state to create a “charter for
banks that deal mainly in digital assets called a special purpose
depository institution [(“SPDI”)]”.!!! The law was created to remedy
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Status of Decentralized Autonomous Organizations, DLA PIPER (Mar. 17,
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banking issues that crypto blockchain businesses face.!'> SPDIs are
essentially a new kind of banking category because their model allows
for both traditional banking aspects and crypto.''* SPDIs are a type of
centralized crypto exchange because they act as a third party to a buyer
and seller.!'* Centralized crypto exchanges are the most common types
of exchanges for crypto because they generally provide a user-friendly
platform, security and reliability for users, and they usually facilitate the
conversions of crypto into fiat currency or vice versa.'!'> Kraken became
the first SPDI in the United States when the company received a
Wyoming SPDI banking charter in September of 2020.''® Another
company called Avanti followed suit shortly after Kraken and chartered
as a Wyoming SPDI in October of 2020.'"”

SPDIs offer traditional banking activities, such as making cash
deposits, as well as partaking in crypto banking.!'® The crypto side of
the SPDI banking allows customers to store or transfer digital assets
generally, such as digital securities and digital consumer assets, as well
as virtual currencies.'" The structure and function of an SPDI is said to
resemble custody banking models because like custody banks, SPDIs
will engage in custody, safekeeping, and asset servicing activities.'?
The Wyoming digital assets law explicitly authorizes banks to provide
custodial services for digital assets and outlines the procedures for such

"2 Jimmy Aki, Wyoming Passes Bill to Secure Banking Relations for
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services.!?! Custodial services are defined as “the safekeeping and
management of customer currency and digital assets through the
exercise of fiduciary and trust powers as a custodian, including fund
administration and the execution of customer instructions.”'?? Digital
assets have been traditionally difficult to acquire for investors, but
Wyoming’s authorization of digital qualified custodian services helps
consumers attain diversified portfolios with both digital and traditional
assets more easily.'”® This custodial service law also clarifies that
investment consultants must keep their clients’ assets with a qualified
custodian.'**

Additionally, any profits made from the storing of these cryptos
can be deposited into the bank and converted into U.S. dollars.!> Other
means of converting crypto to U.S. currency may be cumbersome and
include fees, whereas this hybrid U.S. dollar and crypto banking system
allows users to more easily convert crypto into dollars by avoiding third
party conversion fees.'”® SPDIs also give these banks the right to
possess the unique code that allows bitcoin and crypto owners to access
their digital assets.'”” Banks possessing this access code may help
recover digital assets in the event of online theft, or if the user forgets or
loses their passwords.'”® The new legislation in Wyoming gives
investors and consultants a clearer legal framework in which they can
engage lawfully in acquiring and safekeeping digital assets, digital
securities, and virtual currencies.'?’
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E. Conclusion

Crypto financial technology may be the future of transacting;
however, as discussed there are regulatory and logistical obstacles to
overcome before widespread adoption and usage will be achieved.
Many state and federal lawmakers are looking to enact clear legislation
defining crypto under the law and provide guidance regarding how to
comply with existing laws.!*

While financial regulators like the SEC and CFTC have tried to
classify crypto, Wyoming’s new crypto legislation further clarifies how
crypto companies and investors can operate without fear of violating the
law."*! Wyoming’s crypto-friendly legislation likely provides more
consumer protection and investment security, as well as an easier means
of acquiring digital assets. Increased consumer protection and fewer
barriers to investing in digital assets will certainly encourage more indi-
viduals to partake in digital asset investing.

Generally, there is a positive response from crypto businesses,
as many crypto businesses have since come to Wyoming to operate un-
der this newly passed crypto-friendly legislation.!*> Some well-known
companies that have registered within the state include Coinbase, Rip-
ple, and Kraken. '3

Wyoming’s leadership may have prompted other states to fol-
low in its legislative footsteps.!** Other states may be attracted by the
crypto industry’s potential to create jobs and capital for the state; they
also may wish to stay on pace with the emergence of this innovative
technology.!'**> Regardless of what influences a state to contemplate
crypto legislation, many states will consider adopting such legislation in
2021 and 2022, according to the National Conference of State Legisla-
tors. 13

When crypto companies have a better understanding of their le-
gal status due to a clear regulatory framework, it will likely decrease
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operational risk and uncertainty. Less risk will not only incentivize con-
sumers to invest and engage with crypto technology, but also encourage
crypto companies to continue operating and innovating toward the fu-
ture of digital asset technology.
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