Melissa Muth

USiﬂg D NS t() prOte Ct University of Pennsylvania
clients from malicious
dOmainS Security Camp 2015

Boston University



The Problem

Polymorphic Malware

50% Effective AV Software

0-Day Threats

Legitimate websites serving malicious 3rd party ads

Fast-flux DNS



Leverage: Reputation

Malware Domain List

Zeus Tracker
REN-ISAC

DNS
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With DNS Sinkhole
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Benetits

Opt-in

Can supplement existing campus DNS
Can be anywhere on the network

Easy to deploy (if using DHCP)

Lightweight (compare: proxy)



LL.imitations

Granularity

Hostname / domain

I[P / CIDR
Not by URL
DNSSEC broken (for malicious domains)



Poll

Are you using a DNS Sinkhole?
Are you thinking about it?

What are your concerns?



Environment at Penn

Tier 1 Research University

40,000 users, incl. 4000

international
50,000+ nodes
P/T students
e Undergraduates
Decentr allzed Graduate / Professional

Faculty
Staff



Implementation options

(tied tovoelieiz(l; s;)ftware
a OpenDNS B3

In-house Proof of Concept



Implementation: Domain Sources
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Implementation - platform




Implementation - load

Whitelist

Raw Domain List

Blacklist
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SateDNS on Github

https:/ / github.com /mrmuth /SafeDNS/
Install OS & Packages

Customize (School name, IPs)

Configure BIND

Set up loading of feeds, blacklist, whitelist

Set up Apache (landing page)



Recruiting Clients

Increase subscribers gradually

Communications
Terms of Service
Privacy Policy

Documentation

vw enn
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Ce mputi

Information Security

Combating Malware
SafeDNS

Prsheng Arcdive

Cloud Computing and Data
Outsowrcing

Managing Pasywords

E-madl Harassment & Forgery
Moaxes, frawds & scams

Spamn

Phahng

Wireless Network ng
Fracryption & digtal sighatuves

Secure desktop computing
Secure servers

Secure wed develogement
Secure data deletion
Securing priaters

Tips for safe computing
Computing pols s

Local support providers
System administrators
Application developears

Critical host compliance
Authenticabbon & authorization
Penn Security & Privacy
Assessment (SPIA)

Security Lissons (Restricted
Acceas)

Secure Share

Secure Space

Ne Xpose Veinerability Scanser

Blactronic privacy
Penniey

Viruses

Wowrms, trojans, Dakdoors
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Results - % malicious queries
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Results - # Requests
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Results - user experience

No downtime
Tertiary masked network outage
False Positives

3 from SRI (removed)

< 2 reported per year of operation



Success!

0.0400
0.0300
*  97% reduction in compromises
0.0200
+  Pilot: 7,700 clients
0.0100
“  Production: Feb 2015
0.0000
Before After

O Monthly compromise %



Costs

Hardware $0
Out-of-pocket
Software $0
Build 2 person-weeks
Time

Maintenance 30 min/mo




Not a replacement
for campus DNS:

a value add




| .essons L.earned

Branding
matters:

VS




Production!

35,000 clients (including guest wireless)

440 DNS Queries/ sec



Production: RPZ:s

Response Policy Zones (BIND)

Overlay policy on native DNS responses

BIND 9.8 (supported), 9.10 (built-in feature)
Block malicious name servers, IPs, CIDRs

SpamHaus DROP list! G e erarmiaum FroECT
Reputation feeds (SpamHaus, SURBL, ...)

https:/ /dnsrpz.info/



https://dnsrpz.info/

DNS Sinkhole Options

Roll Your Own:

* (ISO)

https:/ / github.com /mrmuth /SafeDNS/ (code, comm)

https: / / github.com /secure411dotorg / rpzone (AWS
AMI)

Commercial:

e,
e

Infoblox


https://github.com/mrmuth/SafeDNS/
https://github.com/secure411dotorg/rpzone

Resources

SANS dist: https:/ /isc.sans.edu /diary /DNS+Sinkhole
+1SO+Available+for+Download /9037

SateDNS:
https:/ / github.com /mrmuth /SafeDNS/

http: / /www.upenn.edu / computing /dns/safedns/

RPZs: https:/ /dnsrpz.info/

https:/ / github.com /secure411dotorg /rpzone


https://isc.sans.edu/diary/DNS+Sinkhole+ISO+Available+for+Download/9037
https://github.com/mrmuth/SafeDNS/
http://www.upenn.edu/computing/dns/safedns/
https://dnsrpz.info/
https://github.com/secure411dotorg/rpzone
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